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Backups are always a good idea.
Although recent strains of ransomware
(e.g. Maze) steal your data and then
encrypt it.
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Ransomware is malicious software
that can encrypt your systems and (O] \@
require payment of money to

restore system functionality.

Keep your Software updated.
Know exactly what phishing looks like.
Keep your Antivirus and Firewall updated.

Limit user privileges to the minimum needed.
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» Backup and test your backups regularly.
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» When your employees leave your company, remove them from the system ASAP.
>

Segregate both your network and backups.

If you take these tips into account, you will make the path more difficult
for cybercriminals, but as you know, their attacks evolve very quickly.

If you need to protect the information of your company,
customers and employees, in Experis we have developed
simple and effective solutions to help you overcome the
challenge of Remote-Work Cybersecurity.
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